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Two worlds are converging – broadcast and Internet.  
Irdeto’s Integrated Management System simplifies 
day-to-day management and operations, securing 
content delivery through both networks.    

Consumer’s appetite to watch their favorite shows anytime 
anywhere is continuing to grow.  The ever increasing 
availability of IP connected devices is fueling this demand.  
Pay-TV operators need to offer OTT services for a number 
of reasons: to meet this growing demand, stay relevant, 
avoid potential churn and compete against new entrants 
such as pure OTT players.  

For pay-TV operators to be successful, they need to be 
able to offer services on both broadcast and Internet 
networks.  Content needs to be processed, stored and 
securely delivered separately for DRM and CA.  Not only 
does this means having two separate systems to manage 
and update but there are now multiple integration points 
adding to the complexity.  

With the Integrated Management System, managing both 
networks through one unified interface enables an operator 
to quickly and easily rollout new services to all consumer 
devices. 
 

KEY BENEFITS

ONE SYSTEM TO MANAGE TWO NETWORKS
The Integrated Management System seamlessly manages 
broadcast and Internet TV services, OTT devices and 
CA devices into a single eco-system.  With the unified 
Head-end pay-TV operators can reduce complexity and 
operational costs. 
 
SIMPLIFIES DAY-TO-DAY MANAGEMENT ACTIVITIES
By consolidating key operational workflows and 
configuration tasks the Integrated Management System 
increases efficiency and eliminates duplication of effort.  
The single, easy to use UI enables operators to perform 
the management activities once and they are executed 
across the broadcast and Internet systems.  Such activities 
include live channel management or configuring rules and 
policies.  By removing the duplication this saves time, 
increases efficiencies and reduces potential for errors. 

FLEXIBLE DEPLOYMENT OPTIONS 
The Integrated Management System is available either as a 
license model where the solution is hosted by the operator 
in its private data center, or as a managed service which 
is managed by Irdeto using a secure VPN connection to 
interact with key operator systems such as the Subscriber 
Management System.
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PRODUCT CONFIGURATION
The Irdeto Integrated Management System simplifies operations with one head-end to manage all devices and centrally 
configure access rules and policies for both broadcast and OTT services. In doing so, operators are able to offer a 
complete multiscreen solution with quick time to market and reduced operational cost.  

EASE OF INTEGRATION
The Integrated Management System can be easily integrated 
within the operator’s existing infrastructure by utilizing the 
SOAP and REST API mechanism.  The solution provides a 
single set of APIs to the operator’s Subscriber Management 
System (SMS) to enable an integrated proxy for subscriber 
and entitlement management.  The Unified Encoder Proxy 
introduces a single point of integration with the encoders via 
a set of streamlined APIs to manage interactions between 
the encoder and Integrated Management System for both 
broadcast and Internet networks.  Rather than integrating 
with each encoder brand individually, the Unified Encoder 
Proxy helps speed up time to market by reducing the effort 
spent on integration responsibility negotiation, solution 
discussion and technical support.

BEST IN CLASS TECHNOLOGIES
The Integrated Management System manages the 
combined proven technologies of Irdeto’s CA and rights 
technologies.  This means that operators can securely 
deliver content to all consumer devices from a single 
system. 

Irdeto Cloaked CA forms the basis of the IMS Conditional 
Access module and it leverages Irdeto’s exclusive core 
security technology [Cloakware] to protect both the content 
and the software itself.  Irdeto Cloaked CA is a fully 
featured conditional access solution that not only supports 
a wide variety of TV services, but also features Irdeto’s 
FlexiFlash renewable security technology, allowing for fast 
and effective remote update to counter attacks or prevent 
any piracy threats. 

Irdeto Rights and Rules Manager capabilities are core to 
the OTT module within the IMS and it provides maximum 
reach across the widest possible range of popular end-user 
devices, leveraging widely used industry DRMs as well as 
exclusive Irdeto technologies.  It strengthens an operator’s 
business model by reinforcing the content protection of an 
operator’s OTT service to meet licensing requirements for 
premium content and significantly, simplify OTT operations 
across an increasingly complex ecosystem.
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Figure 1. Integrated Management System 


